
ILKIN GASIMOV
+48-452-935-346 | i.gasimov403@gmail.com | linkedin.com/in/igasimov | github.com/smodnix

WORK EXPERIENCE

Junior Penetration Testing Specialist Jan 2022 – May 2022
Pakurity Remote

• Security DevOps solutions
• Vulnerability assessments and penetration testing
• Reverse engineering, malware analysis

Independent Security Researcher Feb. 2019 – present
HackerOne Remote

• Hall of Fame in many companies including AT&T, Agoda, eToro, Grab, Mail.ru, Smartsheet, TomTom.
• Security assessments of Web applications and APIs from gray-box/black-box perspective.

Freelance Full-stack Web Developer March. 2017 – Jan. 2019
Upwork Freelance

• I used to work for local and mostly freelance projects.
• Developed commercial websites using PHP, HTML, CSS, JavaScript.
• Developed online web based RPG web games.
• Provided ongoing support and maintenance to ensure websites remain up-to-date and secure.

TECHNICAL SKILLS

Security
Burp Suite Professional, OWASP Top 10, OWASP ASVS, SAST, DAST, SSDLC, CodeQL

Programming
Proficient: Ruby (Ruby on Rails), JavaScript, Bash
Familiar: C, Python (Django, Flask), Java, PHP, NodeJS, AngularJS, VueJS, Common Lisp, Racket, SQL, LATEX

Developer Tools
Git, Google Cloud Platform (GCP), Kubernetes (K8s), Docker, Github Actions

Area of Interests
Secure Coding, Reading, Hiking, Chess

Languages
Azerbaijani (Native), English (Upper-Intermediate), Turkish (Proficient)

CERTIFICATIONS

• Certified AppSec Practitioner (CAP)

• Advanced Secure Coding in Ruby

• API Penetration Testing

• (ISC)² Candidate

EDUCATION

University of Economics and Human Sciences Warsaw, PL
Master of Arts in Computer Science Oct. 2022 – present

Azerbaijan State Agricultural University Ganja, AZ
Bachelor of Science in Agronomy Sep. 2016 – May 2020
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